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Ahstract

A secure digital environment is influ-
enced by the systems we use and the
people who interacts with it. Although
media frequently reminds us of the
emerging digital threats, we tend to skip
even basic precautions to protect our
digital property.

This project explores the human and
cultural aspect of digital security in Nor-
wegian workplaces, and how interacti-
ve learning can support employees in
making good risk assessments. Through
simulated game scenarios employees
increase their knowledge and train their
ability to identify the risks in digital spa-
ce. Our aim is to make employees aware
of how their digital behaviour affects
security within a business and why they
should take responsibility.



CONTENT

00. Introduction

03 Abstract
06 Excecutive summary
09 Personal Motivation

01.Frame

12 Relevance

14 Actors and Initiatives

16 Need for competence boost
18 Scoping the project

20 Working with Culture

24 Target group

28 How employees are exploited

02. Research
34 The experts
38 Evaluating digital security culture
40 Focus area
41 Digital security drill
42 How to build a security culture
44 Gaining user insight
50 Analysis

03. Define

54 The human factor

64 Need for designers

65 Different culture=different challenges
66 Bad systems



04. Explore

70

Brainstorming and Ideation

74 Choosing direction

05. Develope

78
82
84
85
86

Existing learning tools
Requirements
Learning goals
Interactive learning
Concept directions

06. Deliver

96

98
112
114
123
124
126
130
132
134

Design proposal
Main pages

Design elements
Features

Further explorations
Flowchart

User testing

Visual Identity
Service onboarding
Service journey

07.Conclude

138

Reflections



00. Introduction

EXECUTIVE SUMMARY

Context

Every day, billions of people around the
world use the internet to share ideas,
trade with one another and keep in tou-
ch with family, friends and colleagues.
The digital transformation influence our
daily lives, creating opportunities we
can barely imagine. At the same time, it
brings new challenges where our privacy
and identity becomes more vulnerable.
‘Cybercrime’ is on arise, costing the Nor-
wegian society an average 19 billion NOK
yearly (Malmedal and Reslien, 2016).

Contribution

Data breaches are not solely caused by
limitations of technical solutions, they
are often results of ‘mistakes’ caused
by human factors or by bad user experi-
ences. This interaction design diploma
explores digital security from a human
centered approach where it aims to en-
courage users to take control over their
digital property.

Design proposal

Our final design proposal is an interacti-
ve learning program on digital security
for employees in Norway. The purpose

is to teach the users about why digital
security is important, and to train their
ability to do risk assessments in digital
space. This is done through a scenario
game where the user is exposed to vario-
us security challenges and where he or
she makes choices to progress.

The solution provides a learning experi-
ence that differs from existing solutions
in several ways: By adapting content

to the employees workings sector, by
introducing scenarios, and by breaking
with the stereotypical tone of voice and
aesthetics of the cybersecurity industry.
With this diploma we hope to put digital
security on the agenda and inspire
designers to play a bigger role within the
field.



Process

Throughout the different phases of our
project we have applied various techn-
iques and methods. In order to get a
holistic view on digital security culture,
we seeked expertise from the fields of
ICT security, psychology, design, and
sales. Their knowledge and experiences
together with user insight from employ-
ees, helped us gain a deeper understan-
ding of digital security challenges within
a workplace. Their input was important
throughout the whole design process
and built the foundation for our design
proposal.

How to read the report

The report is structured as separate de-
sign phases in order to make the process
easy to follow for you as reader. In reality
the phases have overlapped and has
been far from the linear process.
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PERSONAL MOTIVATION

Design contribution

For us the diploma was an unique
opportunity to acquire new knowledge
and develop our skills as interaction
designers. As we had limited previous
knowledge about the topic of ‘cyber
security’, we asked ourselves: which role
can interaction designers play within
this field? Our profession works with
digital solutions and we were curious
about the security aspects of it.

Male dominated field

Within cybersecurity women represents
only 20% of the industry (Sausalito,
2018). The lack of diversity motivated us
even more to work with the topic.






01. Frame

In this first chapter we will present the
frame of our project and explain why it
is relevant for the Norwegian society.
We will then introduce our chosen target
group and context.

The methods we used:
- Desktop research

- Zip analysis

- Expert interviews

- Personas



01. Framing

RELEVANCE

The growth in technology has accelerated the last 100 years. Norway is
one of the most digitised societies in the world, making us an attractive
goal for digital crime. To follow the rapid change we need to understand
the threat landscape and how to stay secure in digital space.
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GRAPH: https://www.webolutions.com/denver-executives-seek-stay-ahead-curve/
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€A prerequisite for good digitization is
that it must happen within a framework
where the ICT security is maintained 1in
all sectors and at all levels.yy

Prime Minister Erna Solberg, March 2018

The Norwegian society

The digitised society has made social
functions, services, production and
infrastructure easier to control, while
the ability to execute routines manually
are vanishing. As a result, society has
become more reliant on the the digital
services to function normally and there
is a growing need to ensure the security
of our digital property (Malmedal and
Raslien, 2016).

New national strategy for ICT security
In march, The Norwegian government
presented a new national strategy for
ICT security as they are promoting the
use of digital solutions in both public
and private companies. According to the
Prime Minister Erna Solberg, digitisation
provides great opportunities for both ef-
ficiency, competitiveness and, not least,
the creation of new jobs. However it also
leads to a change in society’s risk image
demanding that ICT security must be
taken care of in all sectors and in every
aspect (Solberg, 2018).

As society is becoming reliant on digital
services we believe that designers
should participate more in the work of
ensuring digital security.



02. Research

ACTORS AND INITIATIVES

These are the actors that has been relevant to our
project. We met up with NorSIS, NSM and CLTRe who
gave us valuable input in the research phaze, they will
be mentioned later on in the report.



The government

The goverment are making efforts to strengthen ICT security in both public
and private sectors to meet the digital security challenges. (Regjeringen,
2017).

NSM

The National Security Authority
NSM has a mission to detect, alert and assist in incidents handling attacks
against socially important functions.

NSR

The Norwegian Business and Industry Security Council

NSR is an organization whose purpose is to prevent crime against indus-
tries. They deliver the Norwegian computer crime and data breach survey
(Marketallsundersgkelsen) as well as arranging courses and seminars.

NorSIS

The Norwegian Center for Information Security

NorSIS is part of the government’s overall commitment to information se-
curity in Norway. They aim to ensure that information security is a natu-
ral part of everyday life for both public and private businesses. NorSIS
functions as a knowledge sharer with the intention of creating awareness,
influence attitudes and change security behavior in Norway’s population.

CLTRe

CLTRe is a private company that delivers a toolkit used to measure se-
curity culture. It offers a software that provides deep insights of the human
factorin a business.
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The Norwegian National Security Authority (NSM)
conducted an e-mail attack against a Norwegian
government in April, 2018.

9 out of 10 employees clicked the link

0000000000

5 out of ten activated the simulated malware

£ DGOGG 66666

3 out of 10 specified their login credentials



o

NEED FOR A COMPETENCE BOOST

In april 2018, NSM conducted an e-mail
‘attack’ against a Norwegian govern-
ment administration and was designed
to capture the employees attention. The
result of the attack was that nine out of
ten employees clicked the link while half
of them activated the simulated mal-
ware. In addition to this three out of ten
employees specified their login credenti-
als (Nielsen and Strgm, 2018).

The test gave us an indication on how
uncomplicated attacks can be an easy
way to access information and systems.
We wanted to investigate how employ-
ees are used as an entry point.

”Seemingly small events and ‘banal’
details can trigger large, serious
security-threatening events”

The Norwegian National Security Authority, 2018

Framing

17



Digital information Everything that is vulnerable
through digital space

ICT security

Information security Digital security



SCOPING THE PROJECT

Terminology

Our project focuses on the field of cyberse-
curity which is about protecting computers,
networks, programs and data from unautho-
rized access or attacks (Solms and Niekerk,
2013).

People often mix the terms Cybersecurity, ICT
(Information and Communication technology)
security and Information security although
they do not refer to the the same definition.
Information security has to do with securing
both analogue and digital information, ICT
security refers to information that is vulnera-
ble through digital space and Cybersecurity is
everything that is vulnerable through digitial
space (Solms and Niekerk, 2013).

Rephrasing the term

Cyberis a word that is broadly used to explain
various computer and internet related con-
cepts. But what does it really mean? In our
project we have chosen to rename the term
‘cybersecurity’ to ‘digital security’ as it is more
descriptive for the time we live in and more
understandable for people.

19
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WORKING WITH CULTURE

Digital security culture is the attitudes,
assumptions, beliefs, values and knowled-
ge that people use when interacting with
information in digital space. (Malmedal and
Raslien, 2016).

Today, the cultural dimension of digital
security is mainly analyzed and evaluated
by security professionals. Based on Nor-
SIS report about Digital Security Culture
social scientists has rarely dealt with digital
security culture as they find the language
and terminology too technical and difficult
to comprehend. NorSIS emphasizes in their
yearly report that analyzing cyber security
culture could benefit from security experts
working interdisciplinary with other pro-
fessions (Malmedal and Raislien, 2016). As
designers we see a potential of contributing
with our user centered and holistic appro-
ach.




01. Framing

What makes a digital security culture?

In this project we met NorSIS and CLTRe who
translates these factors into ‘cultural dimensi-
ons’ that are used to describe digital security
culture. Norsis’ and CLTRe security dimensions
have been important for us in order to address
key challenges within digital security.

CLTRe:

=
o
=3
v
»

Norms

Community
Compliance
Leadership and control
Responsibility
Trust
Communication
Risk perception
Cognition
Optimism for technology
Attitudes
Competence
Behaviour

Interest

Interest (Roer and Dr. Petric, 2017).

(Malmedal and Rgslien, 2016).
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Framing: Working with culture

Reducing to four key dimension

To frame our project we prioritized four key
dimensions. These were selected by listing
down the risky behaviour we addressed in our
research phase and by connecting them to
NorSIS and CLTRe dimensions. We found that
behaviour patterns, competence, trust, and
risk perception were the most relevant dimen-
sions that established a base for our further
design work.

Risk perception Behaviour patterns

Interpretation of risk as- What users do in digital
sociated with online acti- space which has direct or
vities, and whether the indirect impact on digital
user take responsibility security culture.

for the security.

In which degree people How aware people are of

have trust in digital ser- the digital security risks

vices and people in digi- and how much they know

tal space. about security related
issues.



HOW CAN DESIGN IMPROVE
DIGITAL SECURITY CULTURE?
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01. Framing

TARGET GROUP

Norwegian workplaces

A workplace houses people from different cultures, genders,
and age groups that shapes the company culture where
security behaviour and habits are established. The workplace
provides us with a natural structure where security measures
can be introduced to people.

Employees

Our target group are employees working in Norway who

are active users of technology and frequently communicate
through e-mail. They are especially vulnerable to digital crime
as they process sensitive information such as social security
numbers, health data, banking details or internal business se-
crets. This information is important to safeguard as it can lead
to big consequences for both the company and their clients if
they end up in the hands of people with bad intentions.

Personas

A workplace consists of different people with various demo-
graphics, and they all affect the security within a company.
NorSIS told us that there are differences in level of competen-
ce about technology and digital security within a company,
and between companies. With this in mind, we decided to
look closer at people’s attitudes and behavioural patterns to
understand who we are designing for. This created a base for
our further ideation and concept development. We based the
personas on insights from design probes, expert interviews, as
well as reports and statistics from NSM, CLTRe and NorSIS.

25



Applying key dimensions

To understand who we are
designing for we used the
four key dimensions to create
personas. The dimensions

to the right highlights their
characteristics.

Did I push the
wrong button?

Paranoid Pia

Is part of the older generati-
on, has little experience with
technology and is afraid to
make mistakes in contact
with digital space. Paranoid
Pia is a loyal employee who
follow rules to the point.

L o |




I have to snapchat
this to my friends

Millenial Mia

Is part of the younger genera-
tion, has great confidence in
using technology and often
experience security measures
as a hurdle. Millennial Mia is a
frequent user of social media
and shares information uncri-
tically.

Behavioural pattern

Sure! I’ll send you
the information
right away!

Naive Nils

Has a high trust in people and
have a tendency to be naive
when meeting cynical powers
in digital space. Naive Nils is
very service minded and has
little interest in technology.

Whatever, it
won’t affect me
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Confident Claus

Is tired of revisiting digital
security issues and does not
care much about the pleas
from the IT department. Con-
fident Claus is comfortable
with using technology, and
might overestimate his risk
assessment abilities.

Risk perception
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HOW EMPLOYEES ARE EXPLOITED

According to the The European Union Agency for Network and
Information Security, 74% of the digital threats entered a system
through an e-mail attachment or link in 2017. Threats as these are
referred to as ‘Phishing’ attacks and they aim to infect systems
with malware or manipulate users to share sensitive information
that can be exploited. (ENISA, 2017).



What is Phishing?

Phishing attacks are often used as as an
entry point for infecting systems with
malware such as ransomware, banking
trojans and backdoors. Although compa-
nies usually filter out phishing emails
with help from technology, the attackers
constantly change their tactics, making
detection more difficult (NSM, 2018).

Phishing attacks often succeeds becau-
se they use a technique called ‘social
engineering’ where they target people
and exploit their human characteristics
to gain access to resources.

91; Framing

Social Engineering

Social engineering is a technique with
an unfriendly purpose used to manipu-
late the recipient into sharing sensitive
information. By using this method crimi-
nals exploit human trust and pressure,
persuade, flatter, seduce, reward or lure
employees to expose their business
values (NSM, 2018).

CEO scam

The consequences of social engineering
can be serious as the employees are
used for accessing information. NSM
warns against these type attacks, parti-
cularly director fraud where the scam-
mer pretends to be from management
and asks them to pay a bill or transfer
money to an account overseas (NSM,
2018).
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The consequences

By clicking a link or opening an attachment in

a phishing email, the victim’s computer can be
infected with harmful software known as ‘malwa-
re’. The intention with malware is to gain access
or cause damage to a computer or network. There
are many types of malwares. The most common
one is the ‘Trojan Horse’ which is a software that
disguises itself as a legitimate tool and tricks the
user into installing it. Once installed, hackers can
potentially access all information including logins
and passwords details, banking details, files and
system information. In other cases the attach-
ment or link in the phishing email causes the user
to get ‘Ransomware’. This malware locks the users
computer until they pay a ransom to unlock it.
The payment is often delivered in bitcoin or other
cryptocurrencies. Hospitals, school districts, state
and local governments, law enforcement agen-
cies, small businesses, large businesses have all
been victims of ransomware (Palmer, 2018).



01. Framing

Who are the criminals

When googling ‘cyber criminal’ or ’hackers’ as they
often are referred to, google will give you image
results of a man wearing a black hoodie sitting in
front of his computer while executing cyber cri-

me. This image of a cyber criminal does not enti-
rely tell the true story. The practice has become

far more organized and sophisticated than what
google present to us. In reality modern cybercrime
is large-scaled and can be compared to corporate
businesses, that are often more organized that the
security experts who works to stop them. They have
organizational structures with defined roles just like
a regular company (Badrick, 2018).
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02. Researc

In this part we present you information
about digital security culture that has
been relevant to our project. We then
take you through methods and techni-
ques used to gain user insight, followed
by analysis and summary of our findings.

The methods we used:
- Desktop research

- Expert inteviews

- Design probes

- Memes & comics



02. Research

THE EXPERTS

In order to get knowledge about digi-
tal security and the challenges people
face, we talked to experts working within
the field of information security, IT, and
Psychology. This was valuable in order to
get reflections and different perspectives
on the topic of digital security culture.

Tonje, NorSIS

Tonje works as supervisor in NorSIS and
has a background as product developer
and project manager. She is occupied
with creating good user experiences and
believes that bad experiences is due to
bad solutions and not the people using
them.

“There is no such thing as a
good or bad security culture. A
health worker has other challen-
ges than an software developer,
thus security measures must be
tailored.”



Roar Thon, NSM

Roar Thon is the Vice President for the
Security Culture in NSM. He is a known
speaker and travels around the country
to raise awareness towards the topic of
digital security. In his talks he aims to
make people understand how what we
do in digital space has consequences in
our own lives. To make these risks under-
standable he use situations from physi-
cal life to explain digital ones.

“We call it cybercrime, but it’s
not something you can avoid by
the sole use technology. It’s
about awareness and processes,
where the human plays an impor-
tant role.”

Anette Rimereit, Skill

Anette works with sales in an IT consul-
tancy company called Skill where she fo-
cuses on microsoft technology. Her aim is
to identify what is relevant for each busi-
ness considering all the distractions and
opportunities that technology brings. Cy-
bersecurity is a part of the services that
Skill delivers.

“If security affects the employ-
ees too much, they will find ways
to go around the systems.”



02. Research: The experts

Mona Halland, Mindshift

Mona works with business development
and user experience in ‘Mindshift’. She
has a masters degree in Psychology from
NTNU and 15 years of experience wor-
king with user focused processes and
service design. She’s a specialist in orga-
nizational psychology, process manage-
ment and change management. Mona is
committed and genuinely interested in
the interaction between people, the en-
vironment, and technology.

”You don’t smell fire, or expe-
rience digital security the way
you do in real life. Because

of this, we tend to relax, and
become careless to our online
actions.”

Kai Roer, Cltre

Kai is an author, lecturer and consultant
on information security. He is the co-fo-
under and CEO of the CLTRe Toolkit. The
Toolkit is used to measure security cultu-
re, which is a requirement for all busines-
ses after the GDPR regulation is initiated
in may. The software gives a company a
security score based on a 5 min survey
done by each employee.

“In order to change digital se-
curity culture you need to start
measuring it to evaluate if the
preventative initiatives has
had any effect.”



Frode, Head of IT at AHO

Frode is the head of IT at AHO and is re-
sponsible for information security. He
defines the routines for how to deal with
safety and writes an annual report where
he analyses the risks, vulnerabilities and
suggest initiatives for the upcoming year.

”It’s important that everyone
takes responsibility for their
own digital security.”



02. Research

EVALUATING DIGITAL SECURITY CULTURE

In Norway, digital security culture is evaluated by the use of surveys, and false e-mail
phishing attacks within businesses. We have met with two actors - ‘Norsis’ and
‘CLTRe’, with different aims and views on how to approach cyber security culture
evaluation.

Evaluating security on a national level

NorSIS argues that security culture is a colle-
ction of behaviour, values and attitude that
cannot be reduced to a score. As Tonje told us
during an interview,” There no such thing as a
bad security culture”.

Measuring security within a business

CLTRe on the other hand, argues that security
measurements are insignificant if we cannot
evaluate the effectiveness of them. Their bu-
siness is based on a software that can reduce

a companies security culture to a single score
based on a short survey handed to the employ-
ees. In that way they can find areas where the
business needs to improve their security skills
(Roer and Dr. Petric, 2017).
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GDPR

In may 2018, the General Data Prot
ction Regulation (GDPR) is initiated. In
the new regulation, all businesses are
required to evaluate the effectiveness
of technical and organization measures
(Roer and Dr. Petric, 2017).

“mimplement appropriate technical and organisational
measures to ensure a level of security appropriate to
the risk..and a process for regularly testing, assessing
and evaluating the effectiveness of technical and
organisational measures for ensuring the security of

the processing. 9?9

EU GDPR Article 32



02. Research

FOCUS AREA

Preventative security measures

Focus on preventative measures

As explained , there are several ways

of evaluating digital security. However,

as interaction designers we think our
BUSINESS human centered approach, methods and

skillsets are most needed in developing

preventive security measures rather

than tools for evaluation.

Evaluating digital security culture

¢CEmployees usually don’t get any
digital security training. )

Anette Rimmereit, Skill
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DIGITAL SECURITY DRILL

During our research phase, we looked at security
solution for different problem spans. We wanted to
see if there were any resemblances or differences
between the activities, and if we could translate
some of the initiatives to the context of digital
security.

In conversation with Anette who is an IT consultant,
we were informed that digital security training is gi-
ven a low priority and that employees usually don’t
get any training on the topic. This was confirmed by
our probes as very few of the participant had recei-
ved any course on digital security.

Firedrills

In comparison, all businesses in Norway are requi-
red to conduct firedrills at least once a year. During
adrill an alarm is set of and everyone has to eva-
cuate the building. The purpose of fire drills is to
ensure that everyone knows the evacuation plan
in case of an emergency. We wonder why this kind
of activity hasn’t been applied for digital security
when a data breach is just as likely of occuring as a
fire emergency? Based on this insights we saw the
potential of executing digital security drills equiva-
lent to a safety drill.




02. Research

HOW TO BUILD A SECURITY CULTURE

As we do not have experience with working with culture change, we seeked
advice from experts within psychology and design that had experience
with changing organisation cultures. Their insights created the foundation
for one of the design proposals in the consept developement.

Group conformity (Kai Roer)

Told us thatitis quite easy to change peoples habits by using psychological
mechanisms. He pulled out an psychological experiment called 'The Stan-
ford prision experiment’ as an example of how group conformity is a very
efficient mechanism for changing individual behaviour in a group. This
mechanism refers to situations where people adapt their behaviour to
what they percieve as the group norm. In the Stanford prision experiment
these norms were established by the participants who took leadrship in
the groups.

Role model (Stein Helgar)

Stein Helgar design lead for critical systems in Halogen emphazised the
importance of having a role model in the organizasion when there is a need
for a cultural change. He called this role model a’champion’. Itis a person
within the organisation that has credibility and that other emplyees
admires, and wants to be like.

Let the employees decide (Mona Halland)

Mona Halland is a psychologist and designer from Mindshift. In her experi-
ence, letting users decide the measures themselves is important when
changing organisational culture. That gives them ownership and a feeling
of responsibilty for their organisation. in mindshift they arrange workshops
for the users to help them define concrete tasks and ways to achieve them.
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GAINING USER INSIGHTS

One of our early findings was that acces-
sing users were hard as the companies
we approached were afraid of getting
labeled for having bad security. Instead
they sent us to security departments and
ICT experts that could talk on of behalf of
the the company.

We then changed our tactics and appro-
ached our users in a different way, sen-
ding out design probes to people from
different professions and various demo-
graphics. By using this method, we could
communicate directly with the end user.

Companies we approached were afraid
of getting labeled as having a bad se-
curity culture.



02. Research: Gaining user insight

Design Probes

The goal with the probe was to gain insight
on how the users meet digital security

in the workplace, and address potential
security challenges. The probe had to be
simple as it was suppose to be done during
working hours.

The probe was delivered to users by email.
Altogether we received repliesfrom 10 pe-
ople from different working sectors, gen-
ders and age groups. They worked within
banking, IT consultance, social services,
project management, and health care.

We asked them the following:

+ What type of data thet handle at work

+ Where they are when handleing sensi
tive information

« Which channel they used to send or reci
eve the information

+ DIf they have had security training at
work.

€€I’m very scared of
getting my computer

infested or stolen.??

Female (64), Project management

¢¢ Unsynchronised password updates
means that I have to change 7-10
passwords all the time. )

Male (33), Economy
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Male (33) - Banking

Type of data: Passports, and ID papers
Platform: Scanner, computer

Context: Always in the office

Female (27) - Banking
Type of data: Personal - and economic data
Jé-agog ’ Platform: E-mail, computer, smartphone
o Context: In the office, and sometimes on public
transport and on my way to meetings.

Female (27) - The government

Type of data: business secrets, and sensitive infor-
mation that is withheld the public

Context: The office

Platform: E-mail, word-document, phone calls.

Female (64) - Project manager

Type of data: Personal data, bank information,
business results

Context: Home office

Platform: Email, sms, paper mail

Female (27) - Social worker
Type of data: Personal data, ID
Context: the office

Platform: email, phone

Male (33) - Doctor

Type of data: Health data, personal data
Context: In the office

Platform: DIPS




Female (26) - IT consultant

Type of data: Financial data and business secrets
Context: The office

Platform: E-mail and phone

Male (57) - IT security leader

Type of data: Technical descriptions of ICT systems
Context: Only in the office.

Platform: Email, sms, paper mail

Female (27) - Consultant working with social services
Type of data: Client information, personal data,

Context: Open office landscape

Platform: E-mail and intranet

Female (50) - Project manager

Type of data: Confidential business information, information
between client and supplier.

Context: Office or home

Platform: email, phone call




02. Research: Gaining user insight

€¢IT consultants never experience
friction with technology. 9

Female (26), IT consultant

¢¢We have internal tests where we
receive fake phishing e-mails. )

Female (50), Project manager

Findings

We found that the emplyees handle
different types of data that varies in
sensitivity. In banking and health, there
were strict routines on how to handle
sensitive data.

A challenge that several of the parti-

cipant had, was email and password

related. This confirmed findings from
our research phase.

We also found that only a few of the par-
ticipants had security training at work.

It is important to note that a small probe
like this is not representative for whole
sectors.
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02. Research: Gaining user insight

48

Memes and cartoons

In our search for user- and cultural insight on
digital security in workplaces, we took a dive into
social media where we found plenty of comics and
memes about the theme. Memes are looked at as
cartoonish jokes shared across social media and
are a way for people to share relatable experiences,
and make us laugh. Today they are part of the way
we communicate digitally. (Watercutter and Ellis,
2018).

Reflections

Memes and cartoons were good alternatives to
identify frustrating user experiences in contact
with digital security. We categorized the collec-
ted material and found user challenges related to
passwords, software updates, phishing scams, and
2 factor identification.
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ANALYSIS

The goal with analysing the research was to address We named them:
needs and challenges within the field of digital ¢ ’The human factor’
security . e ’Need for designers’

e ‘Badsystems’
We started the analysis by printing out transcribti- « ‘Different cultures
ons form expert interviews. We highlighted inte- =different challenges’
resting statements with a separate colour for each
person and clustered the information by problem In next chapter we will go in
areas. We then connected our findings from probes, depth of these insights.

comics and memes to the problem areas and defi-
ned four key insights.
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03. Define

In this chapter we will present our key
insight from the previous chapters.




03. Key insights

THE HUMAN FACTOR

Risk perception

Security is both a feeling and a reality. You
can feel secure even though you’re not, and
you can be secure even though you don’t
feel it. In digital space people do not see or
hear those who do them harm and this ma-
kes it harder to identify risky behaviour. We
tend to feel invisible in digital space and
think «Why would anyone bother to target
me?» . However, we are just as likely of
being victims of digital crime as getting our
wallet stolen in real life (Schneider, 2015).

‘Cyber Fatigue’

Cyber Fatigue is a feeling of being overwhel-
med by and tired of cyber security warnings
and, advice on how to stay safe. This leads
us skipping basic precautions even though
media, and IT departments advice us to do
them. Examples of measures we skip are
passwords updates, backups, and software
updates. (Forno, 2017).



€

Consumers’ actions revealed a dangerous discon-
nect: despite a steady stream of cybercrime
sprees reported by media, too many people appear
to feel invincible and skip taking even basic
precautions to protect themselves. 99

Nick Shaw, Norton’s general manager for EMEA (Hern, 2018).

MTO analysis
(the interaction hetween Man, Technology and Organisation)

To detect abnormalities and protect ourselves against the digital threats we need technical
security systems. However it’s also important to work on a human and organisational level as
the security is influenced by both the environment and the individual who interacts with the
systems. We have positioned our project towards the human where we take the possibilities,
constraints and needs into account when dealing with cybersecurity.
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03. Key insights: The human factor

Behaviour patterns

Creating weak passwords

Create password

Password

Confirm

Create Password k




Security and login

Two-factor authentication: off k >

Welcome

Username

Password

]

Forgot your password?

Log in with Facebook




03. Key insights: The human factor

Not covering your camera lens

®o

Expose yourself to ’shoulder surfing’




Using public WiFi for work

Yellowhouse

v Free-Public-WiFi

.)))

Getbox-FF5931
Eduroam

MyGuests

Postponing software updates

Install
Software update available




Please update your account details at bank

From: service@bank.com
To: you@pgmail.com

Dear customer!

We are sorry to inform you that there has been a
problen in our database. Click the link to update
your account information:

httg://bank.co§




Using the same weak password for several accounts

EIN. - LOGIN
.E ; Username Password
= LOGIN =
= = you@gmail.com starwa ‘ A
; Username ;
% you@gmail.com
- e oo |
= starwars =
= = LOGIN
.E E Username Password

% you@gmail . com starwars

Avoiding password updates

Your password has expired and must be changed.

o]




03. Key insights: Behaviour patterns

Snapchatting business secrets

Business strategy

Budget: 340.0000000
Focus area for great innovad]

Keeping password-notes next to the computer




To: you@gmail.com

Reset your account by clicking the link below:

https://www.paypal.com/admin/paﬁsword—reset

http://badserver.peypals.com/malware/beware

(v | A Not secure https://www.example.com k




03. Key insights

NEED FOR DESIGNERS

64

IT dominated field

In Norsis’ report about digital security culture they
argue that communication about digital security is
too technical and specialized for people working
within ICT rather than the general public. This leads
to people losing interest about the subject as its too
hard to comprehend (Malmedal and Rgslien, 2016).
As designers working with the topic, we have expe-
rienced this aspect ourselves as we constantly have
dealt with new and foreign terms. Norsis argues
that this aspect describes why social scientists so
rarely have dealt with cyber security culture (Mal-
medal and Reslien, 2016).

€

Cybersecurity solutions and initiatives are co-
lored by the IT and engineer industry. It would
be valuable with input from designers who has a
human centered approach. ”

Tonje, Norsis



DIFFERENT CULTURES =
DIFFERENT CHALLENGES

Early in the project we learned that every company
has its unique culture. They consist of people who
process sector specific data, and interacts with
different systems. The size of the company also
influence the culture. According to Roar Thon, CEO
scams are often more successful in large companies
as there is usually a distance between the employe-
es and the CEO. In smaller companies it is possible
for an employee to validate a suspect email as they
can ask the CEO in person. As a result of cultural
differences between sectors and companies, the
security challenges also differs.

€

Security is part of a larger picture -
it’s not something that stands alone.,,

Roar Thon, NSM



03. Key insights

BAD SYSTEMS

¢ The balance between security and usability is difficult, but not
impossible. What is certain is that social and technical security
must be seen in conjunction for overall safety to improve. 99

Mona Helland, Mindshift

UX and security friction

The more we are in touch with technology the less
patient we are with friction: the frustrating aspects
of interactions that slow users down when they
attempt to complete an action. While some sources
of friction are necessary to ensure security and pri-
vacy many others are unnecessary and needlessly
frustrate users (Mastercard, 2017). That’s why we
often have a tendency to take ‘shortcuts’ in digital
space skipping important security measures such
as software updates and strong passwords.

As of now designers are often included at the end of
the process, where they peel off a lot of the security
measures developed by security engineers. This
results in better user experience, but on the expen-
se of the security. Other times, engineers develop
secure solutions that are on the expense of user
experience.
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04. Explore

In the previous chapter, we presented
our key insights. In this chapter we
explore how we can design for these
findings.



04. Exploration

BRAINSTORMING AND
IDEATION

Throughout the project we wrote down DeSigl‘l Opportunities

and visualized our ideas that we gathe- After organizing our ideation wall we found
red on an ‘ideation wall’. Every second three interesting areas with several design
week we met with fellow interaction de- opportunities.

sign students where we amongst other

things arranged workshops for gathering These were:

new thoughts and inspiration. This was e ’Social structures’

very useful in order to get a fresh input e ’Education’

and avoid getting stuck in a rut. We also o ’Balancing security and usability’.

used different brainstorming methods

where our key findings worked as a base

for the ideas. Our ideas had a broad

span; From password games, social acti-

vities, competition between employees,

to awareness campaigns and installati- “Group mentality is important in
ons. When the wall of ideas started to fill order to change behaviour. We

up we organized the sketches by themes
and found three main areas with design
potential. Kai Roer

adapt quickly to group norms”
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1. Social structures

This direction explores how group dynamics can motivate em-
ployees to improve their security hygiene. Many of our experts
mentioned how effectively group dynamics could affect human
behaviour. So how could we design for it? Some of our ideas were
rearranging the workplace every month, gamification for social
comparison, and positive punishments.
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2.Interactive learning

This direction explores how we can use interaction design to educa-
te users on risks associated with their online activities. In our expert
interviews we learned that many people do not know why basic measu- =

PANY

res are important for security, or what consequences their actions may i
.« have.According to studies conducted by CLTRe, organizations in avera-
7e  ge scores low on the dimension ‘knowledge’. -
“Knowledge and awareness of security issues in the
organizations studied is on average very weak”
Comnt
I Roer and Petric, 2017
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3. Balancing security and usability

In this direction we wanted to explore how we
could design secure solutions without affecting the
user experience.

Research showed us that security measures is a
hassle for users. For instance, the ideal password
has to be as long as possible, contain different
symbols, and be different for every account. They
also have to be changed every month. The hu-
man brain is simply not taken in consideration as
most of us are not able to remember such random
codes. To add an extra layer of security to your
account the two-step authentication is a good al-

s TARLECODR
leon ternative. However it adds friction when logging in
" " to a service. Based on these insights we sketched
s NVANNHERXES SENSITVE ! . . .
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04. Exploration
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CHOOSING DIRECTION: EDUCATION

For choosing a design direction we took three factors into account. Those
were level of impact, relevance, and personal motivation. The final dire-
ction we chose was Education.

Why we chose education

One of our main findings in this project is how important role employe-
es play on security in a company. At the end of the day, the humans are
vulnerable links who criminals exploit to gain access to the business re-
sources. As Roar Thon put it “Digital crime is about humans manipulating
other humans using technology as a tool”. Thus it is important to teach
people how to do risk assessments in digital space. In this direction we
saw plenty of possibilities and great potential for using- and developing
our skills sets as interaction designers.

Why we did not select the others

The “Social Structures” direction was an interesting alternative, but we
felt that it required more knowledge about organisation culture and chan-
ge management than we could offer. We didn’t’ see as many opportuniti-
es for interaction design with this direction, and since that was one of our
motivations for this diploma we chose to not go for this one.

The last direction “Balancing security and usability” was clearly an inte-
raction design go-to direction. However, we realized that working with
login usability required a technical skill set from a security engineer to be
realistic. As we do not acquire this, we had to let it go.



HOW CAN WE DESIGN AN
INTERACTIVE LEARNING
PLATFORM THAT SUPPORT
EMPLOYEES IN DOING RISK

ASSESSMENTS AT WORK?






0. Develop

In this phase we will go through the con-
cept development that is based on our
chosen direction ‘interactive education’.

Methods:

- State of the art

- Targeted sketching
- Prototyping

- User testing

- lterations



05. Concept development

EXISTING LEARNING TOOLS

We have looked into examples of educational tools for
digital security to get an overview on how the market
educates employees about digital security challenges.

Databehandlerens plikter under avtalen

Databehandleravtalen viser hvordan data-
behandleren skal hjelpe den behandlingsansvarlige i
forhold som gjelder informasjonssikkerhet,
avviksrapportering, konsekvensanalyser osv.
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Start leksjon

Junglemap

Junglemap is an e-learning tool that is widely used and every security expert
we have talked to during the diploma mentioned this tool. It is adaptive in
the way it offers a template where text, media and questions can be added
and it is then sent out to employees in a company. We tested this tool, and
experienced it as little engaging as we became passive recipients, swiping
through slides with snippets of text and pictures. In our opinion the Jun-
glemap-format doesn’t exploit the full potential of a digital platform where it
provides little interactivity.
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and steal his data,
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KnowBe4

KnowBe4 is an IT security company with
the world’s largest library of security
awareness training content. They aim to
help employees understand the me-
chanisms of spam, phishing, malware,
ransomware and social engineering. We
requested a demo of this program and
were presented with a library of 463 dif-
ferent training programs. This felt like an
information overload as all the programs
were presented at the same level.



05. Concept development: Existing learning tools
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Dilemma

8 Perspektiv

8 Perspektiv

Dilemma tool

Difi also has some learning programs
teaching the public sector about digital se-
curity related issues. One example of this is
the dilemma tool: CEOs are presented with
different scenarios where they discuss how
different personas would react to the issues
they face. We like how this tool forces the
users to take part actively in the learning,
however, we think it’s important that it’s

a tool available for every employee in the
business.



Positioning

We sorted the examplesin a
graph that position them by
adaptivity, and in which de-
gree the user is active or pas-
sive in the learning process.
This was useful for us in order
to make a statement on whe-
re we wanted position our
learning program (red dot).
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05. Concept development

REQUIREMENTS

relateable

completion
rate

Positive tone
of voicw




Timely

If businesses are to invest in the interactive learning program, it cannot take too
much of the employees valuable working hours. Employees are more likely to learn
and engage in the program if it’s not too time consuming.

“Security is looked at as something ‘in addition’ to work, the-
refore it’s important that it doesn’t interrupt the employees.”

Anette Rimmereit

Relatable

Based on the insight that different sectors has different challenges ---- We aim to
make the employee feel that their workplace is reflected in the learning platform,
and that they recognize the challenges that it address.

Dynamic

Our interactive learning program should have content that can easily be adapted to
different sectors in order to make it relatable for different workplaces. It is also im-
portant to be able to update the content as the digital threat landscape is in constant
change.

Completion rate

By incorporating a completion rate in our interactive learning program the employe-
es can pause and continue as they wish. This also provides the security administrati-
on with an overview of how many employees has completed the program.

Easy

The learning platform must be easy to navigate through as it’s supposed to be used
by people from different age groups and understanding of technology.

Positive tone of voice

It is important to use a tone of voice that is motivating rather than fearful.
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05. Concept development

LEARNING GOALS

Based on all insight from research, we defined a set of
learning goals that aims to cover the main challenges
for our users. Due to the time limit of this project we
did targeted sketching and prototyping, choosing a
few of them for our concept development.

Those are:

« Whatis sensitive data
e Software update

o Backup

e Phishing

e Ransomware

e CEO fraud

e Social Engineering
° ID theft

o E-mail guidelines

e« How a password is hacked

e How to create a safe password

o Why you should vary passwords
e 2FA authentication

e How to safety check a website

e Social media guidelines

e USBstick

o Travel guidelines



INTERACTIVE LEARNING

Structure and dynamics

Compared to a book where the content
remains in the same structure from
beginning to end, a digital platform has
the potential to vary the content and
structure in multiple ways. The order

of the content can be determined, or it
can be dynamic and change according
to the users actions. A digital platform
has the advantage of using different
types of mediums such as text, film,
animations, games, and so on. In our
concept development we have explored
different ways of presenting our content
and learning goals by the use of different
structures and medias.
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05. Concept development

CONCEPT DIRECTIONS

Information presented through different mediums

In this direction we categorized the learning goals into chap-
ters where we sketched out both linear and non-linear ways of
navigating through the material. In orden to make the content
dynamic we explored how different media could present the
different topics. This was done by the use of visualized sta-
tistics, questions/myths, exercises and parallax scrolling. We
quickly realized that this format didn’t function as a learning
tool as the users became passive recipients of the content.
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05. Concept development: Concept directions

Storytelling and dialogue

To capture the users attention
and make them active in the
learning process we explored the
potential of visual storytelling.
We found inspiration from car-
toons and tested how multiple
choices or dialogue trees could
create non-linear stories. After
sketching out two stories we
realized that the flow became
static and it was too obvious for
the user which alternative was
the right one. The direction also
had limited options for adapting
content.
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Yes, but don’t worry, all you need to do is follow
my instructions..

' o
1=
| @ E
Make a choice for Nils
Nils have heard of phone scams. However his company do have a tech
department abroad. What do Nils do?
Follows intructions | Ask IT at the office



On a regular basis something really
annoying happens...

Something that disturbs you at
the most inappropiate times...

0Oh no, not
that again...

Which makes you postpone it...

| Software update available

| INSTALL. LATER

And it doesn’t stop with the nagging

\V

Still we choose to postpone it...

Software update available

IWSTALL TR

...and postpone it over and over again

Software update available

INSTALL

Ransomware

Nina just got a ransomware.
This means that all her data is
encrypted

Pay Contact IT

This action makes you vulnerable for
a criminal act called RANSOMWARE

Don’t forget
to software
update!

Friday

06

WTF just
happened?!

®

Ransomware

Ransomware that is a type of malware that
threatens to publish or destroy the victim's
data by blocking the access to it unless a
ransom is paid. The paiment s often executed
by the use of eryptocurrency. The malware is
spread by e-mail, pop-ups on websites, or like
inthis case by weaknesses in a software.



05. Concept development: Concept directions

Simulation game

With this concept we aimed to involve
the user throughout the whole program
and make them experience how digital
threats might approach them.

In this concept we wanted to give the
user a ’realistic’experience of how their
behaviour affects security. The user is
presented with scenarios from the work-
place and can change view from third

to first perspective. He or she is served
everyday tasks that influence the digital
security.




From: Nats Norge - Kndesanvice

Subject: Kundssarvice - oFaktra forbrukeravtalr

eFaktura forbrukeravtaler

Kjare kunder Vi
Vi agt il aye funksjones il dine behov
Vi renger § belefte opplysningene dine,
sikat du k din'konto I g il bl oppdter
Kk pd linken nedenfor for 4 beisefe detaljene med oss

© 2013 Nets | Sentalbord 22 89 59 89 | Kundeservice 0 $9 89 | All ighs reserved
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Choosing concept: simulation game

Through user tests with people at school we disco-
vered that the simulation game offered the most
engaging learning experience among the three
directions. However changing viewpoints was a

bit confusing. We chose to explore the first person
perspective further as the user seemed to reflect
more around the possible choices they faced. It also
had the potential to adapt and change the content
easily.

After choosing this direction we sketched out
different tasks that could be included in the pro-
gram, before creating a clickable prototype for user
testting with our target group.

The first prototype

Before testing on the actual users, we tested on
other students at AHO. Wee soon realized that the
aesthetics were too similar a real desktop, as some
students got insecure if the events happening on
screen were real or fake. As one of our requirements
was to not scare people, we chose to stylize the
visual expression so that it couldn’t be mistaken for
being real.



/

/

/







06. Deliver

In this section we will present our design
proposal and explain why exists, what it
offers and how it works.




06. Deliver

DESIGN PROPOSAL

Interactive learning program

The purpose with the solution is to inform users
about digital security and train employees on
how to do risk assessments in digital space.

This is done through interactive scenarios
where the user is exposed to various security
challenges that he or she has to act upon.
Throughout the story, the user is guided and gi-
ven feedback on the decisions that the user has
made. In this way the user learns how to detect
criminal attempts, and what security measures
he or she should do in order to protect valua-
ble information at work. The advantage of this
program is that the user can learn through trial
and errors in a safe environment.
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Re: Korrekturlesing

a (avdelingsleder) [)
uresing
") anite@navno
e X
delorsok el Internet
dlagt lge
Fint om du retter opp  feilene snarest, da det haster 4 sende det ut til de ansatte.
110202010@caiwai.net Med vennlig hilsen
d morgen Anita Hermansen
Avdelingsleder // NAV
info.doc
ene
st ) anita@navno
Fikk du rettet opp i teksten?
Bjame
oe scam
) DNB

Din soknad om utbetaling.

JE HAR FATT VIRUS AV NAN PAMESSENGER.
IKKE APNE 11!
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06. Deliver

MAIN PAGES

This page explains the main structure of
the e-course.

A: Introduction part

01. Prologue
Course introduction

DIEITAL SIKKERHET

Mandag

02. Home page
Course- and progress overview

T

03. Log-in:
Starting point of the course




B: Course part

DIGTALSKKERHET /

=
e

01. Landing page: Desktop
Main navigation

e
02. Main page: E-mail
Task provider
=
e
8

03. Sub page: Internet
Various content




06. Deliver: Main pages

AO01: Prologue

Course introduction
In this sequence, the employee meets ‘Bjarne the mentor’ who introduces
the course and explains why digital security is important.




Name of workplace is included in the
introduction.

Information about sensitive data rele-
vant to sector.

Bjarne explains the purpose of the
course.
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A02: Home page

Course- and progress overview
The program consists of six courses that covers different learning goals.

DIGITAL SIKKERHET
]

01
Mandag

0% Fullfort
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06. Deliver: Main pages

A03: Login

Starting point of the course
A workplace is introduced and the user enters their
name and a password that is written on a post-it.

DIGITAL SIKKERHET

I Jorunn

| 123456 |

Passord
123456
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06. Deliver: Main pages

DIGITAL SIKKERHET

Homebutton O———

Takes you back to
Home page

Progress bar
Shows progress



B01: Landing page

Main navigation
The user has the option to interact with the ‘e-mail’- or ‘internet’
page and can at any time go back to the homepage.

SO | | E—————

E-post Task provider

é —— O Internet
Various content

Internet

X
5 1 ny E-post Pop-up banner
bjarne@gmail.com o

Notifies events
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Q Unread Emails
Visualized by number

DIGITAL SIKKERHET

Recieved E-mails O
From Bjarne, the CEO,
coworkers and scammers.

—

Innboks (1)

. Svindelforsok
® Bjarne

Svindelforsek

. bjarne@digitals

@ AJ10202010@caiwai.net

God morgen
Pjuh - Na ble jeg letta!
Du identifiserte et typis
vaere Amanda Jacobs. |
Lene
en person som er sulte
Re: Hei
Bjarne
Bjarne
DNB scam
@ DNB

Din soknad om utbetaling

De eier ing

Gunnar

Fellesmote

ZIS%




B02: E-mail

Task provider

The e-mail provides tasks and information where the user has to
make decisions in order to progress. The e-mails varies in content
and be everything from advices from Bjarne, tasks from the boss,
gossip from colleagues and phishing e-mails from scammers.

<

E-post

ikkerhet.no é o Sender
: Email address

Internet

k svindelforsek hvor noen har utgitt seg for a
Dette var nok ikke en person i ned, men heller
N pa penger.

O  E-mail content
Contains information,
tasks, feedback, or
scams

en skam! I I Uff, for en kynisk verden vi lever i I

Rapporter

O Action buttons

The user can choose between
replying or reporting the email
as spam.
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Adaptable content
The news feed covers
Digital security matters

DIGITAL SIKKERHET

News Feed

o

Ida Fredriksen shared a post

Slik lures ansatte i norske bedrifter:

- Var regnskapsforere mottok en e-post med tittelen: «Betalingspaminnelse for
xxx». E.posten kom fra et vanlig norsk navn og innholdet sa fornuftig ut, sier da;
leder. Regnskapsfereren apnet lenken som var i e-posten, det resulterte i at
krypteringen pa alle filene startet.

ADVARSEL
vi har kryptert filene dine med CryptOLOcker virus

. Do et

Ble angrepet av datavirus: Skaden var total. Samtli
dokumenter ble kryptert

4 likes 5 comments

Monica Haugland

/ HAR FATT VIRUS AV NAN PA MESSENGER

< HIEM




B03: Internet

Various content

The Internet page can serve several purposes: in our proto-
type the user is distracted by notifications from facebook

which he/she can choose to act upon.

faktura
lig

2 shares

Blir litt forsinket, sorry!

<

E-post

e

Internet

[/

info.doc

Perfekt
Mand 09.40

Hei! Skal vi dra ut
og spise i kveld?:)

Jeg blir med Har ikke tid

O Dialogue buttons
The user can choose
between two replies

O

New message
The user receives
chat messages
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DESIGN ELEMENTS

Notifications

As a workplace consists of people with different
background, age group, and interest for technology,
itis important that the navigation is easy to under-
stand. We have used conventions such as colours
and symbols to catch the users attention, and to
differentiate events from each other.

4

Red dot Blue dot Inbox (x)
Notifies new events Unread e-mails Illustrates number of
new emails
X
Facebook
n Sara Hansen: Hei! Blir du med i..

1 ny E-post
N
M bjarne@gmail.com

Banners
Notifies new events



Hovereffects, links and attachments

A

Some E-mails contains links, attachments or terms that the user can interact with.

Links

Mouseover links to verify the url

http:/wb.hrtfh.com/img/DNB
Klikk for a felge linken

sjekke detaljene av kon&gen din

Attachments

Mousover attatchments and download
if it’s from a trusted sender

info.doc

Last ned

34,

N

Last ned

Jeg visste det, for noen luringer! | Sa skremmende, jeg skal vare pa vakt

Terms
Mouseover terms to get more information

Phishing er en metode kriminelle bruker for
4 lure mennesker til 3 gi fra seg sensitiv
informasjon eller penger via Internett.

N

phish{gg e-post

Dialogue buttons

The user has two dialogue options: a
positive or a negative loaded reply. The
third option is to report an email as
spam. The choices you make will have an
impact on how the story plays out.

Rapporter

| Jeg gjer det i lppet av dagen | | Hvem har overfert penger til meg? I

Rapporter

l Ja, det burde vi virkelig gjere | Nei, vi lar dem ordne det selv
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FEATURES

Template model

The learning program is based on a
template model that has a permanent
structure and adaptive content.

Updated on the risk image

Most content is text based, and easy
to update. This enables the program
to keep up with the changing threat
landscape.

Relatable

The service adapts the content to wor-
king sectors and companies in order to
make it more relatable for the users.

DIGITAL SIKKERHET /

® Bjarn
Svindelf

@ AJ102
God mor
Lene
Re: Hei
Bjarn
DNB scal

@ DNB
Din sekn
Gunn;
Fellesme




E-post

Svindelforsek

5

orsok
' bjarne@digitalsikkerhet.no

02010@caiwai.net

gen Internet
Pjuh - Na ble jeg letta!
Du identifiserte et typisk svindelforsek hvor noen har utgitt seg for a
veaere Amanda Jacobs. Dette var nok ikke en person i nad, men heller
en person som er sulten pa penger.
Bjarne

]

n

ad om utbetaling

De eier ingen skam! I I UFf, for en kynisk verden vi lever i I Rapporter

te

2;!%




06. Deliver: Features

Culture

We have implemented references from daily life in
the workplace in order to make the learning pro-
gram relatable for the user. The elements are based
on user insight and validated through user testing.

DIGITAL SIKKERHET

® Lene
Re: Hei

Bjarne
ONB scam

@ DNB

Din soknad om utbetaling

Gunnar
Fellesmote

Bjarne
Oppgave 1

Hei

lene@mail.no

Horte du hva Beate sa til Tore i gar?!
meg@mail.no
<

Ja Bendik fortalte meg det i lunsjpausen, 3 utrolig uproft!

lene@mail.no

Helt enig! Skal v ta det opp pé fellesmatet i morgen?

<]

E-post

e

Internet




Personalization

A way of personalizing the story is to include the
users name that is specified during the login phase.
The sender refers to this name throughout the cour-
se where the user plays the ‘role‘ as him/herself.

DIGITAL SIKKERHET

123456




06. Deliver:

Features

DIGITAL SIKKERHET

info.doc

fr:
ta

Innboks

®

Skatteetaten
Varsling

Anita (avdelingsleder)
Korrekturlesing

Bjarne
suindelforsok

AJ10202010@caiwai.net

God morgen

Lene

Re: Hei

Bjarne
ONB scam

< W

Varsling

skattost@skatteetaten.no

@

Skatteetaten
Du er berettiget til  motta en skatterefusjon pa: 6833,3 NOK

Vennligst send skatterefusjonsforesperselen din og gi oss 1-3 dager til &
behandle den. En tilbakebetaling kan bli forsinket av en rekke arsaker.

* Dette kan du gjore for a fa tilgang til skjemaet ditt for skatterefusjon:

1.Klikk her Fyll ut skjemaet innen 05-05-2018

2. Den raskeste og enkleste maten a fa tilbakebetalingen er ved direkte

innskudd pa din kredittkortet.

Med vennlig hilsen
Skatteetaten

Skatteetaten

Varsling

Anita (avdelingsleder)

Korrekturlesing

Bjarne
Svindelforsek

@ AJ10202010@caiwai.net

God morgen

Lene
Re: Hei

Bjarne
DNB scam

<]

E-post

e

Internet

4

info.doc




Storytelling through emails

The storytelling plays out through diffe-
rent characters that appears via emails.
By telling the story through email we
aimed to spark curiosity and motivate
the user to complete the course.

O Anita, the CEO

The CEO provides the user with tasks, and gives fe-
edback when the user has performed a bad security
decision that affects the company. Through the
CEO, the user is taught how an individual action can
lead to bigger consequences.

O Bjarne the storyteller

Guides the user through the course and teach them
how to do good risk assessments. Bjarne also gives
instant feedback on the choices that has been
made.

O Scammers

The phishing mails are based on actual scams that
manipulate users to give them sensitive informati-
on. The goal is to teach the user how to identify real
life fraud attempts.

O Coworkers

The coworkers send work related- and private
emails and plays on cultural aspects from daily life
at work: how they communicate, norms, and habits
at the workplace.



06. Deliver: Features

Discrete learning

How can the learning program inform
users about security measures without
being preachy? The solution contains a
feature we call ’discrete learning’. In the
prototype they appear as facebook posts
and work tasks from the CEO. The purpo-
se is to implicitly inform the user about
digital security matters, and by that avoid
overwhelming the user with cyber security

) )

nag’.

Levels of learning

The feature also facilitates for different
levels of learning. If the user find somet-
hing very interesting, he or she can go
in depth of the material and learn more
about it.

Task from boss v

The user has to proofread a
text that informs about digi-
tal security.

Digital sikkerhet

Det digitale avtrykket en person i Norge legger igjen, blir stadig storre. Flere tjenester
fra det tilbys pa nett, og nye apper som kan forenkle og berike livene vére,

tas i bruk. Dette har fort til okende risiko for a bli rammet av digitale sikkerhetstruende
hendelser som koster det norske samfunnet 19 milliarder kroner arlig.

Som annsatt i NAV har du tilgang pa store mengder sesitiv data som personnummer,
kontonummer og skonomisk situasjon. Dersom slik informasjon kommer pa avveie,
star man ovenfor bade en personvaernutfordring og en sikkerhetsutfordring. Av den
grunn er det viktig at vi alle tar ansvar for a forvalte informasjonen riktig og utferer de
sikkerhetstiltakene som er nedvendige. Dette betyr at man ma benytte sterke og
opdatterte passord, utfore tofaktorautentisering der det er mulig og innstallere
oppdateringer pa alle enheter. Man ma ogsa veere pa vakt for angrepsmetoder hvor
kriminelle utnytter var tillit og hvor vi potensielt er veien inn til virksomhetens verdier.




”Tell me more’¥

When you are introduced to a task

by Bjarne, you have the

option to get

more information about the topic

Ok, den er grei

Hva mener du med phishing e-post? Rapporter

>

DIGITAL SIKKERHET

info.doc

facebook

Internet

info.doc

Ble angrepet av datavirus: Skaden var total. Samtlige 6 st orsker,somy
dokumenter ble kryptert

Facebook posts >

The user can click to read
more about the postin the
news-feed.

Q Ida Fredriksen shared a post eee

Slik lures ansatte i norske bedrifter:
- Var regnskapsforere mottok en e-post med tittelen: «Betalingspaminnelse for faktura
xxx». E.posten kom fra et vanlig norsk navn og innholdet s fornuftig ut, sier daglig

leder. Regnskapsfareren apnet lenken som var i e-posten, det resulterte i at

krypteringen pa alle filene startet.

- ADVARSEL
- vi har kryptert filene dine med Cry,

e, v e kyphat et v CIYPACR ek i, Doy

YRty thor et d vtk 50, e e, v,
o0 & botale s, lers vi flene bl slettet

| Forsiat: rerming av Crypiotxber vl ko gienoppeette Higang 1 beypter

For & gjenopprette filene du ma betale

blbtigespke ersh bomeving,pl/ ee! el phptuser_code-11y0di08user_pas-8184 of felg

torproject. orgdownload  downioad easy.himi.en
et el phpuser

Ble angrepet av datavirus: Skaden var total. Samtlige
dokumenter ble kryptert

4 likes 5comments 2 shares

a Monica Haugland ses

/& HAR FATT VIRUS AV NAN PA MESSENGER.
IKKE APNE 11111
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06. Deliver: Features

‘Distracting’ elements

Through the course the user will be expo-
sed to what we call ‘distracting elements’.
The purpose is to show how concentrati-
on, stress level and workflow can affect
security. They appear as pop-ups for new
emails, software update, and facebook
notifications.

Programvareoppdatering

Ny programvareoppdatering er tilgjengelig

Oppdater nd Oppdater senere

Programvareoppdatering

Ny programvareoppdatering er tilgjengelig

_ RO CIE

Programvareoppdatering

Installerer programvare




FURTHER EXPLORATION

Progress har

The progress bar shows how much of
the course is completed, and It adapts
to the users actions. If choosing all right
actions, the user will finish the program
faster. When choosing a wrong action,
you will get a short term or long term
consequence leding the progress bar to
be reduced.

Digital security drill

During our research phase we realized
that businesses have a written evacua-
tion plan, and hold fire drills regularly.
But what about holding a digital security
drill?

We suggests that the companies who
uses our service establish a breach
response plan that is practiced through
a security drill routine once a year. The
drill aims to improve the reaction time
as the employees are trained on how
to act and who to contact during such
times.

12%
t

48%

80%
T

IP Address

IP addresses contains information about
which software- and browser you are
using whilst conducting the course. It
would be interesting to explore how this
information could be used to make the
experience even more user adapted. If
you for instance use a windows compu-
ter and are browsing through Internet
Explorer the interface could adapt acco-
rdingly.
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FLOWCHART

The flow chart shows how the users actions affects the story line.

Actions

Click a link and enter account information: If the user clicks a phishing
link and specify their account details, they will either get feedback from
the CEO or Bjarne (consequences).

Download attachment from CEO: a task that you have to execute.

Reply
Replying scam: negative feedback
Replying Bjarne, colleague and CEO: positive feedback

Unless you ask for more information, you have two dialogue options
which leads to the same point. The purpose with having the options is to
involve the user. However if you reply to scams you’ll have a detour.

Report

Reporting a scam: positive feedback and information on why this was
the right choice.

Reporting Bjarne, a colleague or the CEO: leads to various funny replies.
These are not included in the flowchart, as we have chosen to focus on
the main flow of the prototype for this delivery.

Long term and short term feedback

When acting upon a dialogue, task or distracting element, you will either
receive an instant or long term feedback.

Short term: Instant feedbacks from Bjarne, telling you why you made a
good or bad decision.

Long term feedback: For example a consequence of postponing a soft-
ware update. In our prototype this happens when you postpone a softwa-
re update. You will then receive ransomware later in the program.



What do you mean
by phishing mail?

Bjarne: About phishing mails Bjarne: Identify phishing mails Report
”I wasn’t aware of this” 70k, I’11 do it!”
”I understand”
Gunnar: Joint meeting ——> Report
”I won’t be able to attend”
. ”1’11 be there”
Enter account details
‘ Click link
DNB: Money transfer —> Report
Anita (boss): Abnormal activity .
71’11 do it later”
. ’ ”"Who transferred money to me?”
I’'m so sorry
”It won’t happen again”
Bjarne: Good job
> Report
7T knew it!”
”"How scary, I’11 be on guard”
. ing?
Enter account details Lene: Should we say something? [ Eldud
‘ ”No let them figure it out”
Consequence ”Yes we really should”
Bjarne: Oh no!
Click link
»I'm so sorry” Amanda: Money request —> Report
LiE L R S 71’11 see what I can do”
Consequence ”Sorry, I can’t help you”
Facebook notification: chat Bjarne: Good job _— Report
j: ”They have no shame!”
”What a cynical world we live in”
Start proofreading
Download
‘ Anita (boss): Proofread tekst
I’11 do it now \L
Continue proofreading Anita (boss): Proofread tekst
Software update \L Send text document
Update Software update
Postpone
L L J Update J Postpone
Click link
Ent t detail Skatteetaten: T fund
nter account details atteetaten: Tax refunds ? Report
‘ ‘ ”This sounds wierd”
Bjarne: Oh no! Consequence ”"What a positive surprise”

LI

Finish up proofreading

Bjarne: Good job

”That was a close one”
”I knew it”

Ransomware

|L
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USER TESTING

As our learning program aims to be relatable, the
prototype was adapted to the working sector of our
test participants. They were employees working
with social services at NAV.

Our success criterias

e The users understand the structure

e The users understand the navigation

e The users relates to the content

e The contentis understandable

e Thetone of voice is friendly and empathic

L]




First test

Participants:

Female (27), social services, NAV
Female (28), social services, NAV
Male (25), interaction design student,
previously worked at NorSIS)

Observation and feedback
In this test the participants conducted
the course together.

o Theusershad fun

e The users cooperated and discussed
with each other

o Theusers disagreed on some of the
task

o Theusers understood how to naviga-
te through the course

e Theusers had comments on the
introduction text

e The users wondered who Bjarne
was: Was he a scammer or was he a
friend?

e Confusion around the report and
dialogue button as they were pre-
sented on the same level. It also felt
like clicking next as you only had the
possibility to choose one answer or
report the email

e Inputon adding standard signature
in mails.

“I believe that to change people’s
security habits you need to train on

Female (27)

First iteration

Separate the dialogue buttons and
report buttons. From having one dia-
logue response, we decided to go for
two. Our thought was to make the user
reflect more upon the answers and avoid
having a dialogue button that functio-
ned as a next button.

We also changed Bjarnes mail to bjar-
ne@digitalsikkerhet.no to make him
seem more trustworthy and not mista-
ken for a scam-email.

Added standard signature in mails

it.”
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Second test

Participants:

Female (50), social services

Male (47), social services

Female (27), consultant, social service

Observation and feedback
In this test the participant conducted the
course individually.

e The new dialogue buttons worked as
we hoped as the participants spent
time reading the information, and
reflected upon which answer they
should pick.

¢ Female (50) and the female (27)
instantly postponed the software
update when it appeared on the
screen. One of them even thought
is was actually happening on the
computer.

e Thefemale (27) was very secure in
her actions. She knew what to look
for to spot scam emails. However
she failed in one of the tasks.

¢ The male (47) didn’t know what
phishing was, and wanted more
information it

e Eventinvites for meeting was typic
NAV ‘style’

e The male user did not register events
when multiple things happened on
the screen at the same time

e Theusersstill didn’t trust Bjarne

e The user did not understand the
scenario with the e-mail thread
where the user was part of a conver-
sation.

128

2nd Iteration

Bjarne is introduced in the intro part of
the course. The user has the possibility
to get more information if they want to
by answering a mail from bjarne with
“what is phishing?” To emphasize who
is saying what a user profile picture is
implemented in the e-mails.

“I’ve conducted several e-learning
courses before, but I have a tendency
to quickly flick through the content. I
believe that this is a good solution as
it’s fun to interact with.”

Female (50)
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Evaluation of testing

We were happy to see that the participant enjoyed the sequence and that the level of
difficulty was well balanced. We were surprised to see that most participants postponed
the software update. This reflected the users habits and verifying the learning goal. It

is important to note that user testing by observation can give biased responses as the
user might act differently when they are being watched. However we got many valuable
feedbacks and observations that we have accounted for in our final design.
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VISUAL IDENTITY

The cyber security industry is characterized by a high
tech expression, with dark colours of black and blue.
As our project is focused on people, we have decided
to take distance to this expression, and take a different
approach in the visual identity of the service.

Our service ‘Digital Sikkerhet’ a aims to educate users
on the threat landscape without playing on fear. This
is done though the use of bright colours, and playful
expression. The learning program has a flat, stylized
design so that the user cannot mistake the it for being
real. With these design grips the service aims to provi-
de the user a learning environment that appears safe,
positive, and engaging.

Tone of voice

The service main audience are employees working in
Norway, thus the main language is Norwegian. The
tone of voice is coloured by the working culture where
we combine both informal and formal language based
on who you are communicating with. It’s an overall
friendly and down to earth tone in our prototype and
we’ve worked on making the content relatable as well
as keeping it short and concise.
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07. Conclusion

This section outlines our own reflections
on our results and the project as a whole.
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We started the project with little pre-
vious knowledge about the field of
cyber security and wondered where the
project would lead us. What we initially
thought was a technical and complex
field soon turned out to be about the
people, the culture they form and the
digital environment that influence them.
What astonished us was that serious
data breaches in many cases starts with
a simple click on a link where an attack
could have been prevented if the user
had been precautious.

A discovery we made throughout the
project was that the cyber security
business is hard to cooperate with due
to business secrecy. We met with two
potential partners with business models
based on trade secrets. A prerequisite
for collaboration was that we had to
give away ownership to our work, before
knowing the details of what compani-
es did. As we wanted to have an open
diploma, we decided to pave our own
path.

Although we found that the cyber
security industry is not solely about
technology, it still seems to be coloured
by IT and security professionals. Here we
see a potential for designers to play an
important role. By introducing a human
centered approach we can contribute
with secure and user friendly experien-
ces in contact with digital systems, or

as in our project, apply our communi-
cations skills for teaching and engaging
people on how to do risk assessments

in digital space. There are many ways
designers can influence the cyber
security field, and we have addressed
some of them. With this diploma we aim
to inspire other designers to participate
in solving the challenges we are facing in
the increasingly digitised society.
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